Research in Learning Technology ‘FA;;?EC;AR:&Z
Vol. 33, 2025 TECHNOLOGY

ORIGINAL RESEARCH ARTICLE

Measuring what matters: a systematic review and VOSviewer-based
bibliometric approach to digital literacy assessment instruments,
competency dimensions and challenges in education

Natia Afriana Suri**®, Festiyed®, Minda Azhar®, Yerimadesi®, Yuni Ahda® and Heffi
Alberida®

“Doctoral Program of Science Education, Universitas Negeri Padang, Padang, Indonesia;
bDepartment of Science Education Doctoral Program, Universitas Negeri Padang, Padang,

Indonesia

Received: 26 December 2024, Revised: 9 June 2025; Accepted: 1 July 2025, Published: 4 August 2025

Digital literacy is a critical competency in education across all levels, from primary
to higher education. It includes skills such as technical proficiency, information
evaluation, online collaboration, creativity and ethical technology use. This study
conducts a Systematic Literature Review (SLR), following Preferred Reporting
Ttems for Systematic Reviews and Meta-Analyses (PRISMA) guidelines, to exam-
ine types of instruments used to assess students’ digital literacy, the competencies
targeted and the methodological challenges in their development. A total of 23
peer-reviewed articles published between 2014 and 2024 were selected from Sco-
pus, PubMed, Crossref and ERIC. This review shows that assessment instruments
include Likert scale-based questionnaires, framework-aligned tools (DigComp
and DQ Framework) and digital performance-based methods. These instruments
are applied across diverse educational settings: primary, secondary, tertiary and
adult education with varying emphases based on age and learning context. Whilst
core competencies are addressed, several limitations persist, such as reliance on
self-reporting, limited cross-cultural validation and lack of authentic performance
assessment. This study highlights the need for more comprehensive, validated and
context-sensitive instruments that integrate digital safety, ethics and practical dig-
ital skills. The findings offer insights for researchers, educators and policymakers
to improve digital literacy measurement across education sectors.
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Introduction

Digital literacy is increasingly recognised as a vital skill for students in the modern
era, as it supports access to diverse literacy practices, critical thinking and informed
technology use (Momdjian et al., 2024; Newland & Handley, 2016; Yuan et al., 2019).
It encompasses abilities such as information search, digital communication, content
creation and ethical awareness (Herro, 2014; Shin, 2015), all of which are essential in
today’s technology-integrated classrooms (Churchill, 2020). In response, researchers
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have developed various assessment tools including questionnaires, skill-based tests
and self-assessments to measure students’ digital literacy (Choi et al., 2023; Mieg
et al., 2023; Son & Ha, 2024). However, these instruments differ widely in focus,
ranging from technical proficiency to critical thinking and online safety, and there is
still no universally accepted standard, making it difficult to compare digital literacy
outcomes across contexts (Afandi et al., 2024; Oh et al., 2021).

Recent international frameworks including selfie for teachers based on Dig-
CompEdu (Economou et al., 2023), the DQ Framework that integrates technical, cog-
nitive and socio-emotional competencies (DQ Institute, 2023; Park & Gentile, 2019)
and UNESCO’s ICT Competency Framework for Teachers (UNESCO-UNEVOC,
2023) emphasise that digital literacy is inherently a multidimensional construct. These
models underline the theoretical importance of developing assessment instruments
that are holistic, theoretically grounded and context-sensitive, capable of capturing
not only technical proficiency but also ethical reasoning, pedagogical integration and
socio-emotional adaptability across diverse educational and cultural settings.

Although digital literacy has been widely studied, limited research has critically
examined the instruments used to assess it in a comprehensive and multidimen-
sional manner. Most existing studies focus on isolated components, such as internet
safety or basic software usage, whilst essential dimensions like information evalua-
tion, online collaboration and digital ethics are frequently overlooked (Mainz et al.,
2024; Nguyen & Habok, 2023; Siddiq et al., 2016). Furthermore, few studies evaluate
the applicability of these instruments across diverse educational contexts, including
underserved schools and culturally diverse classrooms (Herzog-Punzenberger et al.,
2020; Lawson et al., 2024).

This gap highlights the need for assessment tools that reflect the full scope of stu-
dents’ digital competencies. Unequal access to digital tools (Snyder et al., 2002) and
overreliance on technology without proper support (Ruffini, 2022) may limit learning,
particularly for students with lower executive functioning. The lack of consensus on
definitions and frameworks complicates efforts to create standardised instruments.
Although holistic frameworks like DigCompEdu and Information and Communi-
cation Technology — Competency Framework for Teachers (ICT-CFT) consider cog-
nitive, social and emotional aspects (Cabero-Almenara et al., 2023; Magnago et al.,
2024; Villoria-Mendieta, 2023), their practical implementation is constrained by the
limited availability of validated, context-sensitive tools (Guo, 2024). Therefore, this
study calls for a systematic review to evaluate digital literacy assessment instruments
across educational settings, identifying instrument types, the core competencies mea-
sured including technical, cognitive, socio-emotional and ethical dimensions and
methodological limitations. Special attention is given to trends in authentic tasks,
cross-cultural validation and alignment with global frameworks such as DigComp
and DQ, to inform the development of inclusive and effective instruments for primary
through higher education. Based on these objectives, the research questions guiding
this review are:

RQ1. What types of assessment instruments have been developed to measure stu-
dents’ digital literacy across different educational levels?

RQ2. What specific competency dimensions are targeted by these instruments, and
how do they reflect evolving definitions of digital literacy

RQ3. What methodological limitations and contextual challenges are present in
current instruments, and what directions can be proposed for future development to
improve accuracy, inclusiveness and relevance?
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Method

This study employed a Systematic Literature Review (SLR) guided by the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 guide-
lines (Page et al., 2021). The use of PRISMA ensured transparency, replicability and
rigour in the review process. The review procedure consisted of four key stages: iden-
tification, screening, eligibility and inclusion, followed by thematic synthesis and anal-
ysis of the included studies.

To complement the systematic review, a bibliometric analysis was conducted using
VOSviewer version 1.6.19, focusing on co-occurrence analysis of author keywords.
This software was selected due to its recognised capacity to generate accurate and
interpretable network visualisations, making it a widely adopted tool in bibliomet-
ric and educational research. The dataset comprised the 23 peer-reviewed articles
included in the final synthesis. Through keyword co-occurrence mapping, VOSviewer
facilitated the identification of key conceptual clusters, recurrent themes and emerging
research trends such as ‘digital competence’, ‘assessment’ and ‘Educational Contexts’.
This analysis provided additional interpretive depth to the review and supported the
development of targeted recommendations for future research.

Identification

In the identification phase, relevant peer-reviewed articles were systematically col-
lected from major academic databases like Scopus and Crossref to ensure compre-
hensive coverage. The Publish or Perish (PoP) software was used to enhance source
quality and recency, enabling controlled filtering of metadata from Google Scholar
and Crossref. Keywords such as ‘Digital Literacy Assessment’, ‘Measurement Instru-
ments’, ‘Digital Competence’ and ‘Educational Contexts’ were selected based on
recent systematic reviews and policy frameworks, combined using Boolean operators
to maximise retrieval relevance. The primary search query was (‘Digital Literacy’ OR
‘Digital Competence’) AND (‘Assessment” OR ‘Measurement’) AND (‘Education’
OR ‘Educational Contexts’). PoP allowed filtering by year (2014-2024), citation count
and indexing source to identify high-impact studies. Articles were exported to Men-
deley for duplicate removal and preliminary screening. Only those meeting inclusion
criteria relevant to digital literacy assessment, focused on education, peer-reviewed,
in English, and fully accessible were retained. Excluded were studies unrelated to
assessment instruments, inaccessible or outside the defined timeframe.

Table 1. Systematic Literature Review research scope based on the Population, Intervention,
Comparison, Outcome framework.

Concepts Explanations

Population (P) Teachers and students at various levels of education (primary,
secondary and tertiary) involved in the process of developing and
assessing digital literacy in the context of formal education.

Intervention (I) Development and use of instruments to measure digital literacy

Comparison (C) Comparison of results obtained with different types of digital liter-
acy instruments to measure certain specific competencies.

Outcomes (O) The outcomes highlight the effectiveness of measurement instru-

ments in enhancing students’ digital literacy and identify challenges
in their implementation across educational contexts.
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Table 2. Inclusion and exclusion criteria.

Inclusion

Exclusion

Articles must discuss the use of digital
literacy instruments in measuring specific
competencies.

Articles must be indexed in Scopus,
PubMed, Crossref and ERIC to ensure
academic quality and reputation.

Articles must be peer-reviewed journal arti-
cles or proceedings.

Articles must be written in English.
Articles must be published between 2014

and 2024.
Articles from both open-access and sub-

Articles that lack relevance to the research
topic, particularly those that do not address
the application of digital literacy instruments.
Articles not indexed in Scopus, PubMed,
Crossref and ERIC are removed from the list.

Articles categorised as book chapters, reviews,
e-books or any publication types other than
journals and proceedings are excluded.
Articles written in languages other than
English are excluded.

Articles published before 2014 or after 2024
are excluded from the analysis.
Non-peer-reviewed articles.

scription-based (non-open access) journals
were considered.

The identification stage in this study is based on the Population, Intervention,
Comparison, Outcome (PICO) approach. The PICO approach is a systematic
method for determining the relevance of studies. This approach is recommended by
Nishikawa-Pacher, A., 2022, to ensure that each piece of literature analysed contrib-
utes to the research objectives. The following is the application of PICO in this study:

Screening

During the screening phase, a structured approach was employed to guarantee that
the chosen articles aligned with the research objectives. This stage focused on filtering
out articles that failed to satisfy the predefined inclusion and exclusion criteria whilst
maintaining the quality required for SLR analysis. Duplicate entries were identified
and removed using the reference management software (Mendeley Desktop). Below
are the criteria for article inclusion and exclusion in this review.

During the screening stage, articles were selected using search tools like PoP and
filtered automatically by publication year, language and accessibility. Initially, 323
papers were identified, with 20 duplicates removed. Of the remaining 303 articles,
only 133 met the inclusion criteria after full-text evaluation.

Eligibility
At the eligibility stage, articles that pass the screening are evaluated based on meth-
odology, relevance and contribution to the research topic. This process ensures that
the articles used in the SLR meet the standards of highly reputable international jour-
nals. Table 3 contains the evaluation criteria, including research focus, methodological
design, context, data and analysis, and journal quality.

After the eligibility evaluation, 56 articles from the screening stage were evaluated.
A total of 33 articles were eliminated due to irrelevance, inadequate methodology or

4 Citation: Research in Learning Technology 2025, 33: 3413 - http://dx.doi.org/10.25304/rlt.v33.3413

(page number not for citation purpose)


http://dx.doi.org/10.25304/rlt.v33.3413

Research in Learning Technology

Table 3. Eligibility evaluation criteria.

No Eligibility element Checklist

1 Research Focus Does the article address digital literacy assessment or mea-
surement in an educational context?

2 Methodological Design  Is the research methodology used in the article relevant
and adequate to answer questions related to digital literacy
assessment?

3 Research Context Is the research context appropriate to the field of education,
particularly focusing on assessing students’ digital literacy?

4 Data and Analysis Is the data presented in the article sufficiently complete and is

the analysis thorough enough to support conclusions related
to digital literacy assessment?
5 Journal Quality Is the article published in a reputable peer-reviewed journal?

not published in peer-reviewed journals. A total of 23 articles met the criteria and
proceeded to the synthesis stage for further analysis.

This multi-stage selection process is visually summarised in the PRISMA flow dia-
gram (Figure 1), which illustrates the number of records identified, screened, excluded
and finally included in the review. The figure provides a clear overview of how the
final 23 articles were systematically selected based on rigorous inclusion and exclusion
criteria.

Result

Twenty-three articles were chosen based on their publication year, covering the years
2014 to 2024. The publications were chosen for study based on predetermined criteria
and an SLR technique. The articles were analysed using research on the identification
of existing instruments, specific competencies that are the focus of instrument mea-
surement, analysis of the weaknesses and challenges encountered when using them,
and solutions to overcome these weaknesses. There are several sorts of studies on the
use of instruments to assess students’ digital literacy. Figure 2 illustrates the distribu-
tion of years of publication for publications in SLR research from 2014 to 2024.

According to Figure 2, the most papers about research on the application of tools
to test or measure students’ digital literacy skills appeared in 2024. In this situation,
the majority of articles discussing the topic are published in journals, with a few
appearing in proceedings. In 2020, there has been no mention of measuring digital
literacy for kids in schools, according to the graph. This information was collected by
a study of the titles and abstracts of articles discussing the usage of these instruments.
The following are the findings from an examination of 23 publications that passed
screening based on the topic and research question in this literature review study, as
shown in Table 4.

The distribution of article topics regarding the use of instruments to measure
digital literacy has been widely discussed in research. From various types of
instruments, ranging from closed, open and online-based instruments to Likert
scale-based ones, there are self-report instruments, instruments related to self-learning
and self-evaluation instruments. The distribution of article topics can be seen in
Figure 3, which is displayed in the VOSviewer application.
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Figure 1. Flow chart of Preferred Reporting Items for Systematic Reviews and Meta-Analyses

Although many studies have examined various types of instruments for measuring
students’ digital literacy skills, no one has produced universally applicable instruments
for different types of research subjects. This is because applying these instruments to
certain study topics requires various digital literacy competencies. This is the guide-
line for writing an SLR article that discusses what sorts of digital literacy instruments
are utilised, what competencies serve as indicators of the instrument and the obstacles
and limitations of utilising the instrument.

Discussion

RQ1. What types of assessment instruments have been developed to measure students’
digital literacy across different educational levels?
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Figure 2. Distribution of Article Types in 2014-2024.

The reviewed studies indicate that digital literacy assessment instruments generally
fall into three categories: Likert scale-based questionnaires, competency frame-
work-based tools and technology-driven assessments. Questionnaires, such as the
DHLI (Agormedah et al., 2022) and tools by Mattar et al. (2022), are widely used
but often face perception bias. Framework-aligned instruments like those based on
the DQ Framework (Tajuddin et al., 2024) and DigComp (Hwang et al., 2023) assess
broader competencies, including ethics and Al awareness. Technology-based meth-
ods, including online surveys and automated assessments (Cabrera & Sosa, 2024;
Restrepo-Palacio & De Maria Segovia Cifuentes, 2020), enhance data collection but
vary in depth. Some studies use expert validation (Baharuddin et al., 2021; Luki-
tasari et al., 2022), whilst emerging performance-based tools combine self-report
with simulation to improve accuracy (Jashari et al., 2024; Nguyen & Habok, 2024).

In reinforcing the international perspective, it is important to highlight the Jisc Digital
Capabilities Framework, which has been widely adopted by higher and further edu-
cation institutions in the UK. This framework defines six key elements: (1) ICT pro-
ficiency & productivity, (2) information, data and media literacies, (3) digital creation
and problem solving & innovation, (4) digital communication and collaboration &
participation, (5) digital learning & development and (6) digital identity & well-being.
When compared to the instruments reviewed in this study, which focus mostly on
technical skills and digital access, the Jisc framework offers a more holistic approach
and evolves over time. In addition to functional skills, the framework also empha-
sises critical engagement, professional digital identity and digital well-being, which
are often undercovered in existing instruments (Jisc, 2023). This comparison reveals
important gaps in current digital literacy measurement practices, particularly in cap-
turing students’ ability to use technology responsibly, ethically and reflectively. There-
fore, the Jisc framework is worthy of reference in designing digital literacy assessment
instruments that are more integrated, inclusive and responsive to future developments.
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Figure 3. Data distribution related to the topic of the digital literacy measurement
instrument in VOSviewer.

These findings confirm that digital literacy assessment instruments are not one
size fits all; they must be tailored to the cognitive and developmental stages of
learners, as digital competencies and the contexts in which they are applied dif-
fer significantly across educational levels. In addition to formal education-based
assessment approaches, some studies have also developed digital literacy instru-
ments at the individual community level, such as the Personal Informatization
Index (PII) used in the Armenian context. This instrument is based on quantitative
and econometric approaches and is designed to measure affordability, ICT skills
and overall quality of technology use. Whilst not a direct educational instrument,
this approach broadens perspectives on the forms and methods of digital literacy
assessment that can be adapted to educational contexts by considering socio-eco-
nomic and geographic determinants. There are not many instruments that mea-
sure digital skills through a performance-based approach, and most instruments
have not been tested across cultural contexts and education levels. This suggests
the need for a new approach to digital literacy instrument development that is
more holistic, practical and cross-cultural.

RQ2. What specific competency dimensions are targeted by these instruments, and
how do they reflect evolving definitions of digital literacy?

The reviewed instruments assess a wide range of digital literacy competen-
cies, with a strong emphasis on technical skills such as the use of hardware
and software (Mattar et al., 2022; Yasa & Rahayu, 2023). Other key dimensions
include information processing and evaluation (Ramirez-Rodriguez et al., 2022;
Restrepo-Palacio & De Maria Segovia Cifuentes, 2020), online communica-
tion and collaboration (Rubach & Lazarides, 2021), socio-emotional aspects
like empathy and digital ethics (Baharuddin et al., 2021) and digital creativity
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(Lukitasari et al., 2022). Some studies also address more specific competencies,
such as digital health literacy (Agormedah et al., 2022) and awareness of AI’s social
impact (Hwang et al., 2023). These diverse dimensions reflect the evolving and
holistic nature of digital literacy in increasingly complex learning environments.

Several studies confirm that the dimensions of digital literacy competencies are
dynamic and not always linear with education level. For example, research shows
that undergraduates have higher digital skills than graduates in certain aspects,
and gender differences in digital literacy are narrowing. This indicates that digital
literacy dimensions should reflect the diversity of learner contexts and continue to
evolve, measuring not only technical skills but also meaningful use of technology
in academic and social life (Nalaila & Elia, 2024).

The variety of dimensions measured indicates an attempt to approach digital lit-
eracy more holistically. However, most instruments still place their main focus on
technical aspects and self-perception, whilst the more complex social, ethical and
contextual dimensions have not been deeply integrated in the assessment design.
In fact, increasingly complex technological developments demand a holistic and
adaptive approach to digital literacy, so that assessments are truly able to describe
students’ readiness to face the challenges of the current and future digital era.

RQ3. What methodological limitations and contextual challenges are present in cur-
rent instruments, and what directions can be proposed for future development to
improve accuracy, inclusiveness and relevance?

Digital literacy instruments face notable challenges in terms of validity, dimensional
coverage and contextual relevance. Heavy reliance on self-reporting can lead to per-
ceptual bias (Mattar et al., 2022), whilst limited regional scope hinders generalisabil-
ity (Cabrera & Sosa, 2024). Cross-cultural validation remains insufficient, as seen in
the DHLI tested only in Ghana (Agormedah et al., 2022), and many instruments
lack components that assess practical skills through real-world simulations (Jashari
et al., 2024). Additionally, critical dimensions like digital safety, ethical use and
online collaboration are often overlooked (Hwang et al., 2023; Sari et al., 2021).
To address these gaps, future instruments should incorporate performance-based
assessments, expand cross-context validation and include emerging competencies.
Integrating technologies such as Al-driven simulations may also enhance assess-
ment accuracy and relevance (Nguyen & Habok, 2024), making digital literacy tools
more comprehensive and responsive to current educational needs.

A study by Nalaila and Elia (2024) revealed that first-year students outperformed
final-year students in digital literacy, with no significant differences found by
program or gender except for a narrowing gender gap, highlighting the need for
assessments that consider contextual factors rather than assuming linear skill
progression. In response to such methodological limitations, this article intro-
duces the Model of Integrative Digital Literacy Assessment (MALDI), a concep-
tual innovation that integrates multi-method approaches to address weaknesses
in existing instruments, particularly their reliance on self-reporting and limited
cross-context validation. MALDI consists of four components: reflective ques-
tionnaires, real-world performance tasks, interactive Al-based simulations and
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digital portfolios each designed to capture a broader and more authentic range
of competencies. These include technical skills, information processing, online
collaboration, ethical literacy, Al awareness and digital social responsibility. The
model also emphasises cross-cultural and cross-level validation to ensure global
relevance and contextual adaptability. Its comprehensive yet efficient design sup-
ports practical implementation across educational settings, offering a meaning-
ful contribution towards more adaptive, inclusive and forward-looking digital
literacy assessment practices. Recent studies have emphasized the importance of
contextual and culturally responsive approaches to digital literacy in vocational
education (Yasa et al., 2024).

Contributions and educational implications

This study contributes significantly to the advancement of scientific knowledge by
mapping and analysing existing digital literacy assessment instruments and identi-
fying both methodological and contextual gaps. It highlights that most current tools
rely heavily on self-perception and often fail to accurately capture learners’ actual
digital skills in authentic educational settings. By addressing the evolving dimensions
of digital literacy, including technical, informational, ethical, social-emotional and
Al-related competencies. This study provides a foundation for developing more holis-
tic and adaptive assessment instruments. The findings hold practical implications
across all educational levels: in primary education, by emphasising age-appropriate
tools that support safe and guided technology use; in secondary education, by encour-
aging performance-based assessments aligned with curricular goals; and in tertiary
education, by supporting discipline-specific assessments that reflect real-world aca-
demic and professional demands, such as digital research competencies, data man-
agement and the ethical use of Al. The proposed recommendations offer valuable
guidance for curriculum developers, educators and policymakers in designing inclu-
sive, context-sensitive and globally relevant digital literacy assessment strategies.

Conclusion

This study concludes that digital literacy assessment instruments in education employ
diverse approaches, such as Likert scale-based questionnaires, competency frame-
work-aligned tools (e.g. DigComp and DQ Framework) and technology-based per-
formance assessments. When categorised by educational sector, distinct emphases
emerge. In primary and secondary education, instruments primarily focus on founda-
tional digital skills, including the use of digital devices, information searching and basic
online communication. In higher education, the assessments shift towards advanced
competencies such as digital content creation, critical evaluation of information and
responsible technology use. In adult education, instruments often target practical digital
problem-solving and the application of technology for lifelong learning.

Despite these developments, several limitations persist across all sectors. Many
instruments rely heavily on self-report measures, lack authentic performance-based
tasks and are rarely validated across cultural or contextual boundaries. These limita-
tions indicate that existing tools, although useful, do not yet capture the full spectrum
of digital literacy required in an increasingly complex digital environment. Future
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research should prioritise the development of sector-specific instruments that incor-
porate simulations or real-world tasks to enhance practical assessment. Moreover,
expanding validation efforts across diverse educational and cultural settings, as well as
integrating emerging dimensions such as digital safety, well-being and technological
ethics, is essential to ensure a more comprehensive and globally relevant understand-
ing of digital literacy.
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